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ABSTRACT

Withtherisingpopularity of thel nter net and somewidely publicized occurrences
of privacylossduetoinfor mationtechnol ogy, manyindividual shaverecently
becomemoreconcer nedwiththeprivacy and security of sensitiveinfor mation.
These concer nshave special rel evance withinwor k or gani zations because of
the substantial amounts of data that organizationstypically collect about the
wor k and non-work activitiesof their employees. Thischapter presentsanew
theoretical perspective called Information Boundary Theory, that describes
whether, when, and why employees care about the privacy and security of
sensitive information at work. Analysis of interview data from N=25 non-
managerial U.S workers provided preliminary support for four of the new
theory’s research propositions. The chapter describes implications of the
theoryandtheresear chfindingsfor thedesignand depl oyment of information
technology systems within organizations and maps a research agenda for
future uses of the theory.

INTRODUCTION
Thedepl oyment of informationtechnol ogy into organi zationshascontinuedto
accelerate over recent years. Information technology systemsthat leverage
networks, databases, and tel ecommuni cationschannel scarry, distribute, display,
and storeanincreasingamount of datathat haspersonal relevancetoindividual
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workers. Thus, designers, administrators, and usersof such systemsmay havea
stronginterestinfacilitatingandassuring proper regul ation of persond information
flows. Fromatechnical standpoint such mattersarehandledthroughavariety of
mechani smssuchasencryptionandaccesscontrol, but fromasocia standpointit
isimportant tounderstandwhat informationmust beprotected, when,andwhy. In
thispaper | synthesizeaframework for understanding theregul ation of personal
informationflowsbased onthreecomponent theoriesrel evant totheprivacy of
persond and performanceinformationinorganizational settings. Thisframework,
caledinformationboundary theory, usesaguiding metaphor frompsychologically
grounded research on communi cationsboundary management. Insupport of
theviability of theframework | discussqualitativedatafromaninterview study
that provided apreliminary assessment of theframework. Finally, | discuss
applications of the framework to future research and to the practice of
informationsystemsdesign.

INFORMATIONTECHNOLOGY ANDPRIVACY: A
BOUNDARY MANAGEMENT PERSPECTIVE

Commercial, non-profit, and governmental organi zationsuseinformation
technology in avariety of ways to obtain and communicate data about their
employees, clients, customers, and other relevantindividuas. Whilethisobserva
tion has been true for many years, key issues such as privacy have become
particularly salientwiththewidespreadavailability of new datacollection, transmis-
sion, and storagestrategiesfacilitated by thelnternet, intranets, databases, and
relatedinformationtechnol ogies(see, for example, Agre, 1997; Kahin& Nesson,
1997, p.x; U.S. Congress, 2000). Inparallel tothesedevel opments, increaseduse
of telecommuni cationsmediato support thequoti dian communi cationsneedsof
organizationshasresultedinaconsequentincreaseinthetransmissionof sensitive
personal information through such channels as email, voicemail, and instant
messaging. | nvestigationsof thesei ssueshavecl early shownthat organi zationsand
their membersmust takespecia careinregul atingthefl ow of personal information
throughthewidevariety of informationtechnol ogy systemsavailablenowandinthe
future(Eddy, Stone& Stone-Romero, 1999; Pincusand Trotter, 1995; Sipior,
Ward, & Rainone, 1998; Stanton & Weiss, 2000).

Fromapurely technical standpoint, specificremediestoensurethesecurity of
data(e.g., authentication, accesscontrol, encryption, etc.) havelong beenavail -
able, andresearcherscontinueto expand and enhancetherepertoireof available
techniques. From asocio-technical point of view, however, thesetechniques
compriseatoolbox; thedifficult work liesinknowing whenaparticular tool is
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needed andwhy. Thus, indesigningor administeringaninformationsystemthat
handlespersonal information, itisimportant tounderstand theperspectivesand
needsof thoseindividualswhoseprivacy isat stake—workers, managers, clients,
customersand otherswhosepersonal informationiscollected, transmitted, and
stored by informationtechnology.

Tothisend, thischapter describesatheoretical framework for information
privacy that | havesynthesi zedfromthreerel evant component theories. Thenew
framework providespredictionsabout how information collection, storage, and
disseminationstrategiesaffect peopl € sattitudes, beliefs, and behaviorstowardthe
institutionsthat seek to obtain the data. The framework may have particular
relevancefor information system design that hasasitsgoal the devel opment,
implementation, andadministration of digital government systems, e-commerce,
customer rel ationsmanagement systems, humanresourceinformationsystems,
collaboration software, cooperativework systems, and other informationtech-
nol ogiesthat handlesengitivepersonal information.

Theinformation boundary theory that | describe below devel oped out of
researchinvestigating usesof monitoringand surveillancetechnol ogieswithin
organizations. Analysi sof twowavesof interview andsurvey data(Stanton, 2000;
Stanton & Weiss, 2000) suggested theviability of synthes zing communications
boundary management theory (Petronio, 1991), justicetheory (Alder, 1998; Alder
& Tompkins, 1997), and ageneral expectancy-valenceframework for privacy
protection (Stoneand Stone, 1990). Ingenera terms, theframework predictsthat
individuas' reactionstousesof informeationtechnol ogy tocollectinformationabout
themshouldfollow rulesfor* boundary opening” and*“ boundary closure.” Bound-
ary openingand closurearedynamic, psychol ogical processesof regulationby
whichpeopleattempttocontrol theflow of “intimate” information. Intheremainder
of thischapter, | introducethecomponent theories, devel optheframework, outline
theresultsfromarecentinterview study that wasdesignedtoprovideapreliminary
assessment of theframework, and discusstheimplicationsof theframework for
futureresearchandpractice.

SYNTHESISOFINFORMATION
BOUNDARY THEORY

Researchershaveinvestigatedworkplaceprivacy fromavariety of perspec-
tives. For example, studieshavefocused on privacy invasionsof physical space
(e.g.,Cangelosi & Lemoine, 1988; Duvallearly & Benedict, 1992) and of social
space(e.g., LePoire, Burgoon, & Parrott, 1992). Organizational researchershave
investigated privacy inpersonnel selection (Connerly, Mael, & Morath, 1999;
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Fusilier & Hoyer, 1980; Jones & Joy, 1991; Kirchner, 1966 Stone & Stone,
1987), inthe storage and use of human resources data (Eddy, Stone & Stone-
Romero, 1999; Stone, Gueutal, Gardner, & McClure, 1983; Woodman, et al.,
1982), and in the monitoring of employee communications and performance
(Sipior, Ward, & Rainone, 1998; Stanton & Barnes-Farrell, 1996; Stanton &
Weiss, 2000).

Althoughworkplace privacy hasprovidedfertileground for research, no
predominant theoretical perspectivehasemergedtoaccount for thepsychol ogical
mechani smsguidingempl oyeeattitudesand behaviorsabout workplaceprivacy.
Stoneand Stone (1990) provided agenera expectancy-valueframework that
hel pedto classify and organize avariety of motivationsfor privacy protection
behaviors. Later, Stoneand Stone-Romero (1999) widened thefocusof their
model toaccount for balanceand conflict amongdifferent constituenciesconcern-
ingorgani zational privacyissues. Inneither case, however, didtheirwork explicate
the psychological antecedents, processes, and outcomes that shape workers
reactionsto privacy-relatedissuesintheworkplace. For additional insightsinto
thesemechanisms, itisnecessary toincorporatetheoretical developmentsfrom
other areas of social science. Specificaly, Petronio (1991), in the field of
communications, proposed andtesteda”“ communi cationboundary management”
(CBM) model built onthework of Altman (1975; 1976) and otherstoexplain
privacy regulationinmarital, family, and other interpersona contexts. Incomple-
mentary devel opments, Alder (1998; Alder & Tompkins, 1997) arguedfor the
utility of organizationa justiceasanexplanatory factor inunderstandingemployees
reactionstoworkplacemonitoringandsurveillance. Together, thesethreetheories
provideal ensthroughwhichtheprivacy implicationsof organi zational communi-
cationsand datamanagement practi cescan beexamined.

COMMUNICATIONBOUNDARY MANAGEMENT
APPLIEDTOORGANIZATIONS

I ndescribing her theory of communi cationsboundary management, Petronio
(1991) arguedthat all humanrel ationshi pscontainanintrinsi ctension between
intimacy andautonomy. I ntimacy, ontheonehand, comprisesrevel atory processes
throughwhich oneindividual becomesknowntoanother. Autonomy, conversely,
ispromulgated by communi cativeand other behaviorsthat protect and separatethe
self fromothers. Applicationsof theseideastomarital rel ationships, parent-child
relationshipsand sofortharestraightforward, but Petroniohasargued (Petronio &
Chayer, 1988) that thetension between intimacy and autonomy isintrinsicin
workplacerelationshipsaswell. Theseconceptsmap ontoworkplaceprivacy
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concernswiththeassertionthat empl oyeesview monitoring, surveillance, persona
datacollection, andtechnol ogy-medi ated organi zationa communi cationsaspoten-
tiadly revelatory of themselves. Herearesomeillustrativeexamples: Havingone' s
task performanceor computer activitiesmonitored providesacommunication
conduit throughwhichasupervisor or manager canreceivedetailedinformation
about one’ sproductive (or unproductive) activities. Likewise, workinginan
environmentwithvideosurveillancecamerasmakesone’ sconsciousanduncon-
sciousbehaviorsavail ablefor scrutiny whileoncompany premises. Collectionof
personal data(e.g., lifestyleinformation for insurance purposes) also reveals
intimate aspects of the self to others within the work environment. Finally,
communication of opinionsor ideasover email, voicemail, or other messaging
technol ogiescan publicizeone' spoint of view about peopleand other important
matters. | donot meantoimply that theseformsof revel ationareinappropriateor
undesirable, but rather that they all constitute communicativeactivitiesinthe
workplaceby whichtheself (e.g.,anempl oyee) becomesknowntotheother (e.g.,
coworkers, supervisors, managers, or human resources professionals). | do
hypothesize, however, that stakehol derssuch asempl oyeeshaveastronginterest
inorfeel needsto“regulate’ theseformsof communication.

Regul atingcommunicationinorder toinfluencewhether andhow otherslearn
about thesalf providestheopposingforcetorevelationinPetronio’ s(1991) CBM
theory. Thus, intension withthe conduitsfor revelation described above are
individuas well-documented needsfor autonomy and control (cf. Deci & Ryan,
1991; Greenberger & Strasser, 1986; Spector, 1981). Forexample, after allowing
foridiosyncraticindividual differences, most employeesappear tohaveat |east
somemotivationtocontrol theirimmediatework environment, their choiceof tasks,
their rate of working, and theimpressionsthat other individual shave of them
(particularly powerful otherssuch asmanagers). With referenceto thislatter
motivation, largebodiesof literatureonimpression management (Giacalone&
Rosenfeld, 1991; Morrison & Bies, 1991) and socially desirable responding
(Moorman& Podsakoff, 1992) attest that i ndividual shaveconsi stent and some-
timesstrong motivationsto control how othersseethem.

CBM theory (Petronio, 1991) assertsthat peopl ebal ancethetens onbetween
intimacy and autonomy by negotiating psychol ogical boundariesbetweenthem-
selvesandothers. A boundary inthiscontextisthusdefined asa(usually tacit)
“psychological contract” between oneself and another concerning theamount,
nature, and circumstancesof requesting, sending, andreceiving personal informa:
tion. Boundariesbecomeopenfor sendingandreceivinginformationand closed
for restricting the flow of information to and from the self. Open boundaries
encouragereguestsfor moreinformati onand closed boundariesdi scouragethem.
Thedetailsof CBM theory explicateaset of rulesby which psychol ogical needs



84 Stanton

withinadyadicrelationshipandthetypeand context of thepersonal information
interact to determine boundary opening and closure (see Petronio, 1991). Of
particular interest for applicationstotheworkplace, “ senders’ opentheir bound-
arieswhenthereisinterdependenceinthedyad, whenthesender doesnot perceive
anundesirablelevel of vulnerability tonegativereactionsby the* receiver,” and
when potential existsfor anexpressiveor instrumental benefit of transmitting
information acrossthe boundary. Not coincidentally, these are elementsthat
conceptually overlap with social psychologists’ definitions of trust (Boon &
Holmes, 1991; Lewicki, McAllister, & Bies, 1998). For example Boon and
Holmes(1991) definedtrust as, “ astateinvol ving confident positiveexpectations
about another’ smotiveswithrespecttoonesdfingtuationsentailingrisk” (p. 194).
Inbrief then, | havetrand ated CBM for workpl aceapplicationsby suggestingthat
individua sopentheir communicationboundaries—andarethereforeamenabl eto
revealing persona informationthrough performancemonitoring, mediated commu-
nication, and other organi zational datacollectionmethods—whenthey perceive
trustintheir rel ationshipwiththeorganizationd * other.” Theotherispersonifiedby
theinformationreceiver, for example, amanager, supervisor, or humanresources
professiond. Individua salsomay redlize, however, that thisreceiver isusualy not
simply theother member inadyadicrelationship but may alsoplay theroleof an
official organizational representativewiththeintentionand meansof usingthe
reveal ed persond informati ontoservetheorganization’ spurposes. Theimplication
isthattherecelver’ sroleasan organizational member or representativemay beas
important aconsi derationinnegotiating boundariesastheempl oyee’ spersonal
relationshipwiththespecificindividual.

Atthispointitisposs bletointermix additional implicationspertainingtothe
use of information technology as amedium for the transmission of personal
informationinorganizations. Petronio’ s(1991) researchfocused primarily onhow
boundary regulationoccursinface-to-faceinteractions. Tosupport her proposi-
tionsshedrew onarich tradition of social psychological and anthropol ogical
research on verba and non-verbal behavior. For example, in aface-to-face
situation, anindividual canopenacommunicationsboundary beyondthedyad by
raising her voicesothat otherscan hear themessage. Closingaboundaryinaface-
to-facesituationcouldentail physically withdrawingfromaconversationor using
“verbal judo” todivert aninquiry toanother topic. Mappedinto thedomain of
mediated communi cation and technol ogy-facilitated personal datacollection,
individua shavealarger repertoireof techniquesfor regul ating disclosure, but are
al sosubjecttoabroader rangeof situationswhereacatastrophiclossof control
over personal dataispossible. Takingemail asjust oneof many possibleexamples,
boundary openingtotransmit amessage beyond thedyad canbeaccomplished
actively through “ carbon copy” and * blind carbon copy” mechanisms, while,
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anaogoudy totheface-to-facesituation, boundary closurecanbeaccomplished
smply by withdrawingfromthediaog(i.e., refusingtoreply). Ontheother hand,
anemail message, oncetransmitted, ismorevul nerabl etol ossof regulatory control
eventhangoss p(theface-to-faceequivaent of forwardinganemail), becausethe
messagei sseenbyinaformdirectly authored by thesd f, andbecausetheamplifying
power of thetechnol ogy makespossiblewider (and quicker) rebroadcast aswell
assemi-permanent storageof themessage.

These insights form a central concern of the final section of this paper:
| nformationtechnol ogy amplifiesbothopportunitiesfor boundary regul ationand
possibilitiesof |ossof boundary control. Informationsystemsdes gnsthat attempt
tosuccessfully incorporatetheregul ation of personal informationcandosoby
providing tools for boundary regulation and barriers or firewalls to prevent
catastrophic loss of control. Before examining these tools and firewalls,
however, itisimportant to understand thecircumstancesunder whichindividu-
alsdesiretoopenand closetheir informationboundaries. Theorganizational
justiceand expectancy-val encetheoriesdescribed bel ow can hel pto pinpoint
thesecircumstances.

ORGANIZATIONAL JUSTICEAPPLIEDTO

BOUNDARY NEGOTIATION

Alder (1998; Alder & Tompkins, 1997) provided aliterature review of
monitoringandsurveillancemethodsintheworkplacehighlightingbothnegativeand
positiveeffectsof monitoring documented by variousresearchers. Alder then
arguedthat an organi zational justi ceperspectivecoul d provideinsightsinto how
employeeswoul d react to organi zational performancemonitoring procedures.
Stanton (2000) providedempirical evidencefromseverd diversesamplesconfirm-
ingthat organizational justiceservedasauseful explanatory model for understand-
ing how thecharacteristicsof € ectronicandtraditional performancemonitoring
affected employees reactions to monitoring. Although the theory and the
findingswereframed specifically to explainreactionsto performancemonitor-
ing, theseideasarguably extendto amoregeneral consideration of personal
informationflowsinorganizationsasthey relateto monitoring, surveillance,
communication, and other formsof personal dataflow that are managed by
organizationsandtheir informationtechnol ogy.

Onesuccessful theoretical perspectiveattributesindividuas' preferencefor
fair proceduresandtreatmenttotheir needfor affirmationof identity withavaued
group. Termedthe” group-value’ mode of organizational justice(Lind & Tyler,
1988), thetheory proposesthat peopleval uetheir membershipand statusincertain
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groups, andthat fair treatment by group membersandingroup practicesaffirms
their membershipand status. For example, whenapersonisthetarget of gossip
fromanother groupmember, thistreatmentisseenasunfair becauseitreflectsbadly
uponthetarget’ sstatusasagroupmember. ThibautandWalker (1975), Leventhal

(1980), Bies(1987; Bies& Moag, 1986), Greenberg (1993), and othershave
discussedtheconditionsandfactorsthat may leadto eval uationsof fairnessand
unfairness, but Alder (1998; Alder & Tompkins, 1997), usingthegroup-vaue
model asaguide, distilled thesedownto four basic propositions. First, Alder
assertedthat personal datacollection practiceshavesufficientimpact onthework
livesof employeestobeseenby themasplayinganimportant roleinorgani zational

justice. Second, Alder indicated that the personal data content collected and
transmitted by information systems must have the highest possible “mission
relevance” inorder tobeseenasfair (e.g., aperformanceeva uationsystemcould
capturework history but notrace). Third, Alder commented that personal data
collectionpoliciesand practi cesthat encourageor atleast allow ava ueexpressive
function(i.e., “voice” inThibaut and Walker’ sterms) will beseenasmostfair.
Examplesof suchval ueexpress onwoul dbetheopportunity for employeestogive
feedback onthedesign andimplementation of aninformation systemthat will

process their personal data, or mechanisms built into the procedures of data
processingthat allow employeestoaddressor appeal problemsrecordedinthese
systems. Finaly, drawingonpreviousjusticeresearch, Alder described azoneof
acceptancei nwhichempl oyeeswoul d not scrutinizethefai rnessof organizationa

monitoring practices. Routinerequestsfor performanceinformationfall withinthis
zone, and suchrequests, too ordinary to arouse empl oyeeconcernsabout their
statusinthe group, would not trigger an evaluation of the criteriafor fairness
described above.

SYNTHESISOFCBM ANDJUSTICEWITH STONE

AND STONE’'SEXPECTANCY-VALUETHEORY

Stoneand Stone(1990) provided agenerd framework for predicting privacy
protection behaviors based on an expectancy-value (EV) framework. EV
frameworkshavebeenappliedto choicebehavior and other motivatedbehaviorin
many work situations(Pinder, 1998). Vroom'’ s(1964) va ence-instrumentality-
expectancy theory and Porter and Lawler’ s (1968) rework of thisare widely
knownorganizationa applications, but theseandother EV frameworksal | hearken
back to seminal work by Lewin (1938) and Tolman (1959). Recentwork onEV
(e.g.,Feather, 1995) isreflectedinthissimpleformulation, “...aperson’ sval ues,
onceengaged, induceval ences(or positiveand negative subjectivevalues) on
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actionsandtheir possibleoutcomesandfutureconsequences. Actionsareassumed
tooccur inrelationtotheseinduced va encesand theperson’ sexpectati onsabout
thelikelihood of achievingtheoutcomesandfutureconsequences.” (Feather, 1988,
p. 105). Stoneand Stone’ s(1990) applicationof EV toprivacy protectionreflects
thesameunderlyingassumptions: “ Intheprocessof engagingincertainbehaviors,
includingthosedesignedto protect OP[organi zational privacy], individualsare
assumedtobehaveinwaysthat they believewill resultinthemost favorablenetlevel
of outcomes. .. Cons stent withexpectancy model sof motivation, cognitionsabout
outcome levels are assumed to be afunction of expectancies, valences, and
instrumentalities.” (Stone& Stone, 1990, p. 363).

Inshort, Stoneand Stone(1990) considered motivationtoprotect privacy as
arational processof maximizinginstrumenta outcomes(e.g., by hidinginformation
that might adversely affect apersonnel actionsuchaspromotion). Instrumental
outcomes, inthiscontext, refer primarily tomeateria or financia gainsandlossesand
arethusdistinctfromtheexpressiveoutcomesintring cintheoriesof justice. By first
adding theperspectivesassociated with CBM theory (Petronio, 1991), wecan
expand the repertoire of behaviors subject to explanation: Stone and Stone's
privacy protection behaviorsare akin to the closing of boundariesto achieve
positiveor avoid negativeoutcomes, whereasCBM additionally accountsfor the
openingof boundaries, strategiesfor negotiating theconditionsof openingand
closing, contextual factorsgoverningtheconditionsunder whichsenderstransmit
particular typesof persondly significantinformationtoreceivers, andtheinforma:
tion requesting behavior of receivers. For example, CBM would explicate a
conversation (i.e., theboundary negotiation) betweenajobapplicantandanHR
professiond, inwhichtheapplicant hearsajustification of theintended useof some
information(i.e., thecontextual factor) and decidesto providetheinformation(i.e.,
boundary opening).

Next, by incorporatingtheorgani zational j usti ceperspective, wecanenhance
understanding of theinstrumental goal sthat boundary openingand closing can
serve: Employees concernsabout thejob-rel atednessof monitoringandsurveil-
lancesuggest adesiretoshapehow othersviewtheir onthejobbehavior (including
non-prescribed activitiessuchasorganizational citizenshipbehaviors). Addition-
aly, however, both CBM andtheorgani zational justi ce perspectiveindicatethat
individual swishtoregul atetheflow of personal informationonbasesother than
purely instrumental ones. Inparticular, theorganizational justice perspective
suggeststhat revel ationof persona informationmay serveexpressivegod sthat test
andaffirmanindividua’ sstatusasagroup member.

Together, then, these theories suggest a set of related general research
propositions. First,if monitoring, surveillance, communication, and other organi-
zational forms of personal dataflow are parallel to dyadic communication as
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described by CBM, then individuals should frame their conceptions of these
practicesintermsof theflow of personal informationwithinhumanrel ationships
(e.g., “telling about me,” “knowing what I’ m doing,” * becoming known,” or
perhaps” becomingvisbletoothers’). Individual sshouldbecapableof articulating
thecal culusof boundary negotiation, i.e., theconditionsunder which permitting
informationflow about themisacceptabl eor unacceptable. Thenegotiation of
boundariesshouldbehighly dependent onthestatusof therel ationshipbetweenthe
employee/sender andtheorganization/receiver. | haveofferedashorthandtermfor
therelationshi p statusmost conducivetotheopening of boundaries: trust. If trust
existsbetweenthesender and thereceiver, boundariesshoul d opentotheflow of
moreandmore”intimate” typesof informationcontent. Incorporatingthejustice
perspective, intimate, inthiscontext, referstoinformationthatispersona ly relevant
but not“missionrelevant.” Totheextent that trust doesnot exist or hasfalteredin
therelationship, sendersmay attempt tocloseboundariestod | but themost directly
missionrelevanttypesof information. Senderswill evaluatereceiver requestsfor
informationinlight of thetrustinthedyad and organizationd justiceconcernsabout
theinformation. Senderswill mostlikely openboundariestoinformationthat serves
theirinstrumental or expressiveends. Finally, azoneof acceptancemay existin
whichthesender tranamitsroutineformsof informationacrosstheboundary without
explicitconsderationof instrumental or valueexpressivegoals.

| have intentionally framed these ideas as a complex of related, genera
research propositions because the merger of these component theories, while
promising, isnot at thistime mature enough to offer hypotheses of sufficient
specificity towarrant quantitativemeasurement and Satistical inferencetesting. In
recognitionof thepreiminary statusof thisframework, | havesought early evidence
by conducting aseries of semi-structuredinterviews. Thisresearch explored
whether thesehypothes zed communi cation boundariesexistinworkplacesitua-
tions and, if so, how employees negotiate the opening and closing of these
boundariesin reference to contextual factors such asthe type of information
requested by the organization. Theresearch wasreported in detail in Sarkar,
Stanton, and Line(2001) andissummarized morebriefly below.

METHOD

My researchteam conductedinterviewswithn=25non-manageria employ-
ees(40%males) fromavariety of industriesinthecontinental U.S. Participants
jobresponsbilitiesincludedemergency medical technician, constructionworker,
cashier, secretary, dataprocessinganalyst, child supportinvestigator, customer
servicerepresentative, welder, and avariety of other typesof work. Half of the
respondents had been on their present job at least 2 years. We used a semi-
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structured interview protocol that was designed to elicit descriptions of the
conditionsunder whichrespondentswoul d or would not reveal variouskindsof
performanceandnon-performanceinformationtotheir organizations. Theinter-
view contai ned seven questionsabout monitoring, surveillance, andtheorganiza-
tional collectionof persond informationbased onearlier interviewwork conducted
by Stantonand Weiss(2000). Each questiondescribed ahypothetical company
policy concerningacertaintypeof persona informationandasked therespondent
toindicatewhether heor shewould sharethatinformationandtherationaebehind
that decision. Wetranscribed theinterviewsverbatim (including interviewer
queries), coded theresulting transcriptionsand conducted frequency analysi sof
codeass gnmentstoidentify mg or themati ccontent (sseCharmaz, 1995; MacQueen,
McLellan, Kay, & Milstein, 1998; Strauss & Corbin, 1990). We used the
proceduresdescribed in Carey, Morgan, and Oxtoby (1996) toimproveinter-
coder agreement. Weiterated throughthese proceduresuntil weobtained 80%
agreement across all respondents and questions. We triangulated on the
themesby examining combinationsof codes. Inparticul ar, weexamined coding
patternsthat emergedin conjunctionwith material indicating theacceptability
or unacceptability of informationrequests. Withinthesepatternswerelated
codes back to respondent verbatimsto ensure that our findings accurately
represented theideasof therespondents.

RESULTS

Descriptive Information

A total of 953 codeassignmentswasmadeacrossall questionsand respon-
dentsfor anaverageof about 38 codesper respondent. Thatis, intervieweeson
averagestated about 38 distinctly recognizableideasduring thecourseof their
interview. Tablelliststheset of thematiccodedescriptionsandtheir frequency of
occurrence. Themost frequently occurring code(n=355) capturedtheideathat the
respondent felt that themonitoring, surveillance, or datacol | ectiontechni queunder
discuss onwasacceptabl etothem: They wouldnot hesitatetosharetheinformation
requested. Conversaly, thenext most frequently occurring code(n=120) captured
theideathat therespondent felt that they would not feel comfortablesharingthe
information requested. Thefrequent occurrence of thesetwo opposing ideas
reflectstheprimary orientation of theinterview, whichwasto seek theboundary
between acceptable and unacceptable information in order to explore the
respondent’ sdetail ed reasoning concerningthenegotiationof thisboundary. The
remainder of thisanalysi scompri sesonesectiondescribing conditionsfor sharing
of information— boundary opening— and another sectionfor withholding or
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protection of information— boundary closing. Theanalysesdescribedbelow all
reflect anexaminationof theco-occurrenceof at | east twothematiccodesand thus
donotawaysmatchtheoverall frequenciesreportedin Table 1.

Conditions for Opening Boundaries

Zoneof Acceptance. Threethemesemerged pertainingtothetypicality of
organizational information requests. A themedescribingapolicy ascommon
practiceinmost organi zationswasass gned ninetimesinconjunctionwiththecode
for acceptabletransmission. Thistheme captured theideathat some personal
information was typically requested and therefore, by custom, not sensitive.
Another themeindicating prior experiencewiththetechniqueappeared 13timesin
conjunctionwiththethemefor acceptabletransmission. Findly, athemeindicating
genericavailability of requestedinformationappearedfour timeswiththethemefor
acceptabletransmission. Thesethemesall appear tocaptureAlder’ s(1998; Alder
& Tompkins, 1997) ideaof azoneof acceptance. Sendersmay oftenrespondto
informationrequestsperceivedasroutineandordinary by transmittingtheinforma:
tionwithoutthoughtful scrutiny.

Job Relatedness/Justice. Fivethemesemerged pertainingtothejob-related-
nessof therequestedinformation. Onetheme, capturingtheideaof the” employer’s
right to know,” was used 13 times. Verbatims for this theme supported the
employers righttocertaininformationbecauseof their ownershipof theunderlying
resource. Two additional themes, which appeared atotal of 10 times, further
emphasi zed theimportanceof business-rel ated useof theunderlying resource.
Another thematic code, assigned twice, pertained totransmittinginformationto
individua souts deof humanresourcesasl ong astheinformationwasperformance
related. Thefinal themeinthisareacodedtheimportanceof observingemployee
behavior only inwork-rel ated spaces. Thesecodesall appear tocaptureAlder’s
(1998; Alder & Tompkins, 1997) ideasabout thepercei vedfairnessof monitoring
job-related behaviors. Intheseresponses, senderswerewillingto providethe
requestedinformation about their whereabouts, whothey called onthephoneand
what they said, and other aspects of their job behavior, just as long as the
information collected had abusiness-related purpose. Another justicetheme
concerningtheacceptability of datacollection pertainedtothei mportanceof preset
company policiesgoverningtheprocedures(coded 5times). Asabove, thenotion
of establishedrul esthat decis on-makersmust followisahalmark of sometheories
of procedural justice(e.g., Leventhal, 1980).

Instrumental Goas. Severa themesemerged pertainingtoinstrumental goals
that wouldbeservedif theempl oyee/sender transmitted therequestedinformation.
Themost frequently occurringtheme, emergingin16verbatims, pertainedtoabuse
of company resources. Intheseverbatimsrespondentsbelievedthat certaintypes
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Table 1: Thematic code descriptions and occurrence frequencies

Frequency Thematic Code Description

355 Monitoring/information request is acceptable

120 Monitoring/information request is unacceptable

49 Question not asked in this interview

41 This monitoring/information request invades privacy

36 Monitoring/information request is unacceptable but will comply

30 This monitoring/information request prevents abuse of company resources

28 | am concerned about security of the system

22 I like my job

22 The monitoring/information requested is not job related

20 Employer does not have the right to know this

20 This technology helps improve organizational efficiency

17 If this policy/practice discriminates among employees

15 I have experienced this technology before

14 The requested information may reach someone who is not authorized to have it
14 This policy/practice shows that the company does not trust employees

13 There must be guidelines about monitoring, storage, and how information is used
10 Computers are unreliable guardians of data

This is a common, acceptable practice in most organizations
Employer has the right to know this

This technology can provide protection when in danger

The monitoring/information requested is job related

I have not experienced this technology before

Access to this personal data should be restricted

Only if monitoring personal spaces

Only if tracking personal e-messages

It is difficult to cope with constant up-grades

If knowledge of this data collection is shared with me

Knowing the character of employees important to avoid making bad hiring decisions
Only if monitoring public places

One should obtain this employee data from supervisors not electronic databases
Only if tracking business related messages

Historical information about this is irrelevant to future decisions
If gathered information is used to make employment decisions
This monitoring can inhibit performance

This information can be learned by face-to-face contact with the person
Only if monitoring is non-secretive

This monitoring helps provide accurate feedback

This monitoring helps improve performance

This practice can cause physical ailments

This practice has made us dependent on technology

My job meets my needs

Only if monitoring is secretive

One cannot trust the guardians of the data

Do not wish to respond to this question

This monitoring leads to fair performance evaluations

This practice is equivalent to guilty without trial

More authorities should have access to personal data

| do not like my job

This information is irrelevant if | can physically do the job
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of information collectionwerejustified becausethey prevented“ cheaters” —
coworkerswhomight try tobeat thesystem—fromreceivingmorethantheir share
of organizational resources. Twothemes, each codedthreetimes, reflected the
importancethat peopleplaceonhaving compatiblecoworkersand concernsabout
workplacesecurity andtheir concomitant willingnesstoappear onvideocameras.
Twodifferent themes, each codedtwice, rel ated tojob performance.

Each of thesethemesprovidesabasi sonwhichtherespondent reasoned an
advantageof providingtheinformationrequested. Assuchthesethemesfit Stone
and Stone’ s(1990) predi ctionsabout theimportanceof instrumenta motivations.
Importantly, however, thethemesa |l suggest motivationsfor revel atory behavior—
openingof boundaries— rather than privacy protection. Themesabout disclosure
of survelllance(coded 4times) and sharinginformationfromtesting (coded 3times)
alsoemerged asrel evant totheacceptanceof thesepolicies. Somerespondents
expressedabelief that if organi zationskept surveillancesecretitimpliedalack of
trust of theempl oyees. Other verbatimspertainingtotheresultsof genetictesting
suggested that empl oyeeswantedtoaccesstheir informati on sothat they would be
ableto” appeal” any adverseresults. Thenotionof anappeal processiscentral to
many formulationsof procedural justice. ThibautandWalker (1975) havea so
indicatedthat appeal sserveaval ueexpressivefunction.

Conditions for Closing Boundaries

Inaninteresting contrast to Stanton and Wei ss(2000), themost frequently
mentioned general rational e(coded 38times) for boundary closurewasaconcern
for personal privacy. Ingenera , respondentsinitialy mentioned privacy andthen,
withfollow-up questionsfromtheinterviewer, madetheir rationaleknownfor
consideringaparticular informationinquiry aprivacy issue. Intenof thesecases
respondentsmentioned anintimacy theme(e.g., not wanting an organizational
representativetoknow about bathroom habits). Thenext most frequently men-
tioned general rational e(coded 24 times) wasan expressi onthat theemployer did
not “havearight to” theinformation requested. I ndicating that sometypes of
informationandrequestswere® noneof theorgani zation’ sbusiness’ wasthetypica
modeof expressingthisidea. Aswithprivacy, thisthemeprovideslittleinsghtinto
the motivations or conditions for boundary closure, so one must look to the
associ ated themesto understand theseissues.

Job Relatedness/Justice. Fivedifferent themesemerged suggesting that
individua sclosethel r communi cationboundari eswhenrequestedinformationisnot
jobrelated. First,ingeneral terms, respondentsindicated that theinformation
requestedwasnot relevant to performanceonthejobin 16 different statements. On
arelated note, seven respondents mentioned that certain typesof information
shouldremainwithintheempl oyee-manager dyadrather thanbecomingavailable
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toawider audienceof managers. Two additional reasonsfor boundary closure
were coded separately but shared a common theme. First, six employees
described asunacceptabl eany policiesthat might permit accessto employees
persona communications. Theseverbatimsal sosuggested abelief that organiza-
tionsshoul d provideempl oyeeswith accesstoresourcesfor privatecommunica-
tionswhileat work. Onfour occas ons, respondentsextendedthisrighttoinclude
thecommuni cationswithcustomers, clients, or vendors. Notethat althoughmost
of theseverbatimspertai ned to tel ephonemonitoring, onerespondent mentioned
the desire to control access to personal email communications and another
respondent wishedto control accesstojob-irrelevant medical information.

Onfour occasi ons, respondentsdescribed a“ water under thebridge” theme:
anindicationthat employersshoul d not havetheopportunity touseevidenceof past
problemsagai nst anempl oyeeindecisionssuchashiring. Another justicetheme
that emerged (12instances) wasaconcernfor therel easeof informationthat might
resultinunfair discriminationaga nstanincumbent employeeor gpplicant. Although
theseverbatimsreflected somewell-knowntypesof employment discrimination
(e.g.,racid bias), other verbatimsindicated concernfor discrimination based on
persond habits(e.g., smokingor a cohol usage), family Stuation(e.g., beingasingle
mother), health status, andfinancial status. |neach casetherespondentindicated
an unwillingnessto provide the requested type of information because of the
possi bility that theinformati onwoul d beused asthebasi sof anunfavorable(and
unfair) employmentdecision.

Trust/Security/AccessControl. Four themesemergedthat relatedtotrust.
Firgt, respondentsfrequently (coded 17times) expressed mistrust of theunderlying
technol ogy that was supposed to securetheir personal or employment-rel ated
information. Inclarificationof thistheme, 15responsesexpressed concernthat the
underlyingtechnol ogy woul d permitinformationaccesstoindividua swhoshould
not havethat permission. Onarel ated note, two responsesindicated mistrust for
the" guardians’ or ownersof thedata. Inaseparatetheme, 13responsesindicated
that thespecifiedinformationrequest wasunacceptabl ebecauseitindicatedthat the
organizationdidnottrustyou.

Instrumental Motivations. Only oneinstrumental reasonfor boundary closure
emerged. Tworesponsesindicated afear that performancemonitoring practices
might haveadverseeffectsonjobperformance.

DISCUSSION

Tosummarize, theinterview dataappeared to support four of thepredictions
of theframework. First,asAlder (1998; Alder & Tompkins, 1997) suggested, a
zone of acceptance appearsto exist within which employeesdo not scrutinize
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informationrequestsfor acceptability. Second, boundary openingandclosureboth
appear tobepartially governedby organi zationa justicecons derations. mission-
relatednessof theinformation, anappeal sprocess, and preset guidelinestogovern
theuseof therequestedinformation. Third, boundary openingisalsopartially
governed by instrumental motivationssuchasconservationof theorganization's
resources. |nsomecases, aconcernfor equity —a soconsderedanorganizational
justiceconcept— may formthebas sof suchmotivations. Interestingly, only one
instrumental themefor boundary closure emerged; employeesreported more
srategiestopursueinstrumenta god sthroughrevel ationof informationrather than
withholdinginformation. Finally, mistrust appearedtofigureprominently into
boundary closureconsiderations. Inparticular, mistrust of technology andthe
peoplewho haveaccesstoitwasaprimary motivationfor withholdinginformation.
Inregardtoboundary opening, someof thecommentshinted at predicted themes
of trust and valueexpression, but thesereferencesfailedtoemergeasstrongly as
other themessummarized above.

Takentogether, theinterview evidencesupportedtheideathat monitoring,
surveillance, communi cation, and other organi zationa formsof persona dataflow
are analogous to dyadic communication as described by CBM. Interview
respondentswere apparently capabl e of articulating the cal culusof boundary
negotiation. The negotiation of boundaries appeared to be at |east somewhat
dependent onthestatusof therel ationshi p betweentheempl oyee/sender andthe
organization/receiver: When trust exists between the sender and thereceiver,
boundariesmay opentotheflow of moreandmore*intimate’ typesof information
content. Sendersal so seemto openboundariestoinformationthat servestheir
instrumental or expressiveends. Finally, azoneof acceptanceseemstoexistin
whichthesender transmitsroutineformsof information (particularly thosethat are
“missonreevant”) acrosstheboundary withoutinvokingtheca culusof instrumen-
tal or valueexpressivegoals.

Unifying Monitoring, Surveillance, Data Collection, and Communication
By synthesizingcommuni cationsboundary management and organi zational
justicewithagenera expectancy-valenceframework, | asserted that seemingly
different organizationa policiesand practicescoul d beexaminedinaunifiedway.
Specificaly, | suggestedthat performancemonitoring (e.g., by computers, video
cameras, etc.), surveillanceof non-performancebehavior (e.g., email andweb
tracking), collectionof persond data(e.g., inapplyingforinsurance), and mediated
communications(e.g., by email), couldall beviewed aspersonal informationflows
governedby organizational policiesandthecapabilitiesof therel atedinformation
technology. Theinterview dataappearedtosupport thisviewinthat aconciseand
well-defined set of conditionsand motivati onsappearstogovernboundary opening
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andclosingfor all four typesof personal datacollection. Ineach case, azoneof
acceptanceexigtsinwhichinformationrequestsarefulfilledwithout careful scrutiny.
Outside the zone of acceptance, boundary opening or closure depends upon
organizational justiceconsiderations(e.g., mission-relatedness), trust, and/or
instrumenta cond derations(e.g., conservationof organi zationa resources). Some
notableasymmetriesappeared (e.g., instrumental concernsseemed |essrelevant
for boundary closure), athoughitisdifficult toascertainwhether theseoccurredas
aresult of thelimitationsof our sampleandresearchmethods.

On Compliance

Intheabovediscussionof boundary closure, respondentssaidthat they would
not comply withtheinformationrequestinmost cases. In17 differentinstances,
however, respondentsmenti onedthat they foundtheinformationrequest unaccept-
ablebut would comply nonetheless. Inthebreach, sucharesponseseemsmore
probablethan outright refusal or other kindsof resistancestrategies. Whenan
information request has been honored only under duress, this represents a
suspension of thenormal dyadic negotiation of communicationboundaries. In
extremecases, whenanindividua hasbeenforcedtoreved informationthatwould
preferentially beprotected, onemight say that aprivacy viol ation hastaken place.
Petronio (1994) discussed suchviolationsinher study of parentsand collegeage
childrenreturninghomeduring break. Specifically, whenboundary negotiation
between parent and child broke down, or when the parent ignored previously
negotiated boundaries, thechild often madeabehavioral response. Responsesto
suchprivacy violationscompriseavaried set of privacy restoringbehaviors, some
of whicharere atively benignwithinthefamily context (e.g., leavingawarningnote)
andsomewhicharemoresevere(e.g., runningaway fromhome). Itisfeasibleto
hypothesize aparallel set of processesthat occur within organizations when
employeesperceivethat their privacy hasbeenviolated. Depending uponthe
severity of theviolation, employeescoul dbeexpectedtoattempt torestoreprivacy
throughavariety of methods. Inextremecases(presumedtoberelatively rare),
resistance, retaliation, or withdrawal might occur.

On the Dyadic Boundary

Wemadenopredictionsconcerningdifferent typesor level sof boundaries, but
Derlega, Metts, Petronio, and Margulis(1993) described adi stinction betweenan
interpersonal boundary withinthedyad, andtheboundary betweenthedyadand
the" outsideworld.” Thisdistinctioncapturestheideathat, for example, asender
may makesomerevel ationstoaspousethat thesender expectswill not bedivulged
outside of the marital dyad. The interview data appeared to suggest that an
employeemight construct such aboundary around thedyad formed withtheir
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immediate supervisor or manager. Our dataindicated that when employees
expectedthat certainsengtivedata(suchasformal performanceeva uations) might
betransmitted outsidethedyad thisexpectation could lead toboundary closure.
Thishighlightsanimportant complication: Themanager,intheroleof areceiver, may
simultaneously represent him or herself (on apurely personal level) and the
department or organi zationasan official representative. Infuturedevel opment of
thetheoretical synthesisprovidedinthisarticle, theframework shouldincorporate
thedigtinctionbetweeninterpersonad boundariesandthedyadicboundary. Relatedly,
itislikely that therearedistinct psychol ogical boundariesaroundanindividua’s
work groupandthat dyadicandinterpersonal boundarieswithgroupmembersare
nestedwithintheselarger “ community” boundaries.

Limitations of This Evidence

Because of the small sample size used in this study, these results are not
representativeof thepopul ation of U.S. workersor any sub-popul ationthereof.
Thusitispossibleor evenlikely that thefull rangeof i ssuesinfluencing boundary
opening and closurehasnot appearedinthisstudy. Inparticular, futureresearch
that focusesonuniqueanddistinct segmentsof theworkforce(e.g., older workers,
temporary workers, or cultura minority members) may findasubstantialy different
mix of motivationsand prioritiesconcerning privacy regulation. Althoughresults
fromthisstudy cansafely beinterpreted assuggestiveof several important and
enduringthemesthat woul dlikely beendorsed by many workers, ascertainingthe
applicability of any onethemetoarepresentativesampl eof employeesshouldserve
asthefocusof futureresearch. For example, exploringthepresumptivereationship
between miss on-relatednessand boundary openingandclosureinalargesample
of homogeneousindividuals(e.g., employees) wouldhaveva ueinsubstantiating
theuniversality of thistheme.

Design and Practice Implications
Eventhoughtheserecommendationsmust betempered by anunderstanding
of the limitations of the preliminary status of this framework, | believe that
framework supportsseveral recommendationsfor positivedesignand practice.
First, every indicationfrom our resultsindicatesthat empl oyeesdo care about
privacy inorganizational settings. Beyond a“zoneof acceptance” for routine
informationrequests, theframework indicatesthat isimperativefor organizations
togaugetheimpact of any policiesandpracticesthat invol vecollection of personal
or performanceinformation about individuals. When such datacollectionis
warranted, favorabl erd ationswithemployees, customers, and other stakeholders
canbemaintained by ensuringthat information collectionpracticesareperceived
asfair and mission-related. Policies should be communicated and practices



Information Technology and Privacy 97

conductedwiththeawarenessthat trust betweenindividua sandtheorganization
canquickly andeasily beundermined by requesting or obtai ninginformationthat
individuals perceive asunfair, potentially discriminatory, or unrelated to the
organization’ smisson.

UnderstandingtheZoneof Acceptance. Certainkindsof informationrequests
andflowscanoccur without specia attentiontoindividuals boundary regul ation.
The best method of understanding this zone of acceptance probably liesin
conducting astakehol der survey toascertaingpecificaly what kindsof persond data
arecond deredunremarkableand under what circumstances, butafew heuristicrules
probably sufficefor many cases. Informati onregqueststhat canbefulfilledanonymoudy
probably fal withinmost peopl € szoneof acceptance. For example,individua soften
completeanonymousattitudesurveyswithlittleconcernabout theprivacy of their
reponses. Non-controversa, publicly avail abledatad sotypicaly fdl withinthezone
of acceptance. Forinstance, anindividud’ sgender cantypically bedeterminedby a
casud observer (evenover thetd ephone), sofewindividud sres sthavingthispersond
datacodedintoemployeeor customer databases.

DesgningtoFacilitateBoundary Regul ation. Oneclearimperativeimpliedby
thecontent of thischapter i sthat designsof organizational information systems
shouldincorporatetool sthat hel p stakehol dersregul atetheir information bound-
aries. Althoughtheframework eloquently affirmstheneedfor suchtools, thereis
acons derablebody of priorwriting that hasexpl oredtheformthat suchtool smight
take. For example, threepossibilitiesappearedinthe” Codeof Fair Information
Practices’ that appeared several decadesagoinafederal governmentreport (U.S.
Dept. of Health, Education, & Welfare, 1973). First, thereport suggests, “ There
must beaway for apersonto find out what information about thepersonisina
recordandhowitisused.” Moregenerdly, every organizationd informationsystem
that managespersonal informationflowsshould containaretrieval mechanism
throughwhichindividual scanlocateandreview prior correspondenceand stored
recordsthat containinformationthat originated withthem. Second, thereport
continues, “ There must be away for aperson to correct or amend arecord of
identifiableinformationabout theperson.” Thispoint closestheloopwiththefirst
point: Givenamethod of reviewingone sown persond information, theremustalso
beamethodfor correctingitif itiswrongor inappropriately incomplete. Finaly,
thereport says, “ Theremust beaway for apersontopreventinformationabout the
personthat wasobtai ned for onepurposefrombeing used or madeavailablefor
other purposeswithout theperson’ sconsent.” Thisisby farthemost difficult of the
threestipulationsfromasystemdesign point of view, but it alsoexemplifiesthe
heart of the boundary regulation concept. Aninformation system user must
havethetool stodesignatethat acertaininformationflow belongstoaparticular
audience, for aparticular purpose, andfor aparticular lifetimeor timeframe.
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Mostimportantly, theinformation systemmust then enforcethosedesignations
andlimitoverridestothesmallest possiblecommunity of systemadministrators.
Few if any existing organi zational information systemsmeet thei deal scontai ned
inthesethreestipulations.

Promoting Boundary Opening. Another designimperativeimplied by the
content of this chapter isthat an information system whose essential goal is
communicationor sharingof informationshoul d promoteboundary openingrather
than boundary closure. (Notethat thisneed not bethe goal of all information
systems: A mental heal thdatabasecontai ning sensitivepersond historiesmight best
bedes gnedtodiscourageinformationsharing.) Accordingtothedatadescribed
inthischapter, boundary opening occurswhenorganizationa justicecons derations
are appropriately supported. Three specific (and ubiquitous) justice themes
emerged. First,inregardtomission-rel atednessof theinformation processed, an
information system shoul dincludesufficient structuretoencouragetherequest and
exchangeof only mission-relevantdata. Think, forexample, of thepotentia positive
impact of designinganemail systemthat prevented peoplefrominadvertently
sendinghighly personal messagestowidedistributionlists. Suchasystemwould
not prevent peopl efrom communicating suchinformationtoatrusted confidante,
but could provideafriendly warningto hel pindividua sfromsharing intimate
informationbeyondthedyadicboundary. Second,informationsystemsthat contain
ortransmit personal datashoul d containastructurefor anappeal sprocess. Double
opt-inmethodsinmarket research databasesexemplify thisissue: Suchsystems
poseafinal question—areyou sureyouwant ustouseyour demographicdatafor
thispurpose—beforecommittingtheindividual’ spersonal datatothedatabase.
Finally, information systemsshould communicatetotheir clientsand carefully
enforcespecificguidelinesgoverningtheuseof theinformationinthesystem.
Privacy policiesone-commercewebs tesprovideoneexampleof suchguidelines,
althoughitisnot alwaysclear that theenforcement behindthepolicy issufficient.

CONCLUSION

Futureresearch on thetopic of information boundaries could explorethe
possibilitiesandlimitationsof thetheoretical framework presentedhere. Asafirst
step, theideaof apsychol ogical boundary, presentedinthispaper asaninstance
of atacit psychological contract, should find expression asaset of behavioral,
attitudind , and affectiveconstructspertai ningto boundary opening and boundary
closure. Thisstepwouldservethedual purposeof sharpeningthedefinition of
boundariesand supportingastructured method of assessing boundary openingand
closureinspecificstuations. Builtonthisprogress, thegeneral research proposi-
tionsdescribedinthischapter canthenbecomesharper and morespecificapriori



Information Technology and Privacy 99

hypothesisstatements. Together, thesedevel opmentswoul d support subsequent
explorationof theinformationboundary framework.
Thisexplorationcantaketwodistinctandequal ly importantforms. First,one
set of research projectsshoul dfocusontesting whether thebasi ¢ propositionsof
theframework that recel ved preliminary supportinthischapter cansurvivearetest
using different research methodsand contexts. Second, amore applied set of
projectscouldincludedevel opment of specificartifacts, such asan experimental
emall interface, that embodied someof theideasfor promoting boundary opening
suggestedinthischapter. Research couldthencomparesuchartifactstotheirmore
traditional predecessors to ascertain whether any benefit was derived from
includingfeaturesthat enhanceusers trustand perceptionsof fairness. Withbasic
andappliedevidenceconcerningtheutility of informationboundary theory, it will
bepossibletoreassessthepromisesuggestedinthepresent chapter of understand-
ingindividuas motivationstoregul atetheflow of persond informationthroughthe
widevariety of informationtechnol ogy systemsavailablenow andinthefuture.
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